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#cyberweather gives you an update on the key
information security incidents and phenomena of
the month. This product is primarily intended for
use by information security officers. We want to
give our readers an overview of what has
happened in the field of cyber security during the

past month. The situation can be:
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worrying serious
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Spying
» Cyber spies are taking
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Top 5 cyber threats - Major long-term phenomena

Vulnerabilities are exploited
more rapidly, necessitating
speedy updates. Devices and
services whose information
security has not been addressed
and whose security measures and
maintenance are inadequate are
left connected to the network.

Phishing is very common, and
detecting the fraud may be
difficult for the phishing
message recipient. This is also
exploited in targeted attacks
and spying.

Ransomware attacks with
extensive impacts put
business continuity at risk. The
damage caused has amounted
to tens of millions of euros in
individual cases.

Organisations are unable to
manage their cyber risks. Risks are
underestimated as organisations are
unable to anticipate the impacts of the
threats on their operations.
Shortcomings in recovery plans.

Unclear division of
responsibilities between the
service provider, subcontractors
and customer undermines
information security management.
Shortcomings in log monitoring
make detecting threats difficult.




Corona Extra

The National Cyber Security Centre has compiled a
separate coronavirus-themed cyber weather report, which
sheds light on the cyber security aspects of the pandemic.
It is published as part of the regular cyber weather report,

but will not be a permanent feature.




Corona Cyber Weather, March 2020
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TOP 5 Corona Cyber Threats — Major Long-term
Phenomena

Vulnerabilities aren’t patched
quickly enough in cases in which the
resources available to service
providers or organisations are
diminished. NCSC-FI has for a long
time observed criminals exploiting
vulnerabilities increasingly quickly.

Corona-themed phishing and
scam attempts are likely to
become more common and diverse
as the epidemic spreads in Finland.
Providing personnel with adequate
instructions is key when combatting
this threat.

Ransomware attacks with wide-
ranging effects are a significant
threat, particularly for essential
actors. Criminals are likely to
assume that the virus pandemic
makes organisations more likely to
and capable of paying the ransom.

Staff shortages are possible in
the coming weeks as the number
of infections increases.
Organisations that have not yet
done so should plan to ensure the
availability of competent personnel,
both remotely and in person.

Denial of service attacks. Busy websites
make easy targets for criminals. If information
is not made available through official channels,
people may look for it elsewhere on the internet
or social media, increasing the likelihood of
falling prey to scams and misinformation.




How to improve your own cyber security

Keep your devices updated. Use different passphrases for Check which services and
Computers or other devices usually different systems. It is not applications you are actually
remind users of available updates advisable to use the same login using. If you're not using an
through desktop notifications. Don’t | details at work as you do for online | application, it is advisable to
delay installing any suggested shops or personal email accounts, delete it. Also make sure that the
updates. for example. privacy settings of your social
media accounts are set so as to
suit your needs.

Use trusted and secure networks. If Make backup copies. It is advisable to
you are using wireless networks (WLAN, transfer your data to a backup device

WiFi) while working remotely, make sure periodically. This enables you to recover it in
that they are password protected. Instead case your device is damaged. You won't lose
of unfamiliar networks, it is better to use your photos if your phone is broken, for
your phone’s internet connection. example.

Whenever possible, prefer WLAN over
mobile connections so as to avoid causing
mobile network congestion.




